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fl"LexisNexis'
Fax Cover Sheet

DATE: December 15, 2006 TIME: 1 1:57:28 AM

TO: New York State Consumer Protection Board
Securily Breach Notification

PHONE:

FAX: (5181474-2474

FROM: Linda Clark

FA)(: 561-981-0869

RE:

GC;

PHONE: 581-999-3963

Number of pages including coverEheet: G

Messaqe

Please sce attnchcd.

( 'ont' idential Notice: The documents accompanying this tocsinri le lransmissiorr cr)rrtuin int'ormation thar is
legally privileged, constittttc inside inl 'onvration under securit ies laws or ar! 'ulh!.rwise privileged and
protected tiotn ttnatrthorized disclosure. lt 'you have teceived this drrcunrr:nt rn snqrr, yorr are hereby
requested to cotltf lct the scndcr irnmetJiutely by telephonc or orhcrwisc s0 that we can arrango ibr the feturn
oIthtse (luctrrtrt 'rr ls. l l 'you rcccive this lelecopy in error, you are hereby notif ied that ltny rl isclouure. copying
dislribution ot the takittg ofany autiun in rsliance on thc contenrs hereot' is strictly prohibilcd.

Confidential
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LexisNexis

LExrsNExts@ Rrsx E lNFoRMArtoN Axatvrtcs GRoup
Artn nntzEct FtotltQA HollsE CotiNSFt

l . )eceinhe r  !5 .  2006- C'( - ,NFi l r t  NTlAL-

Ol f icc o l ' the New Yurk Stntu At torney Cie nela l  (by lhcs i ln i le  and mai l )
Asst. Attorrrcy fir. 'ncral in Charge
tJureau o l t  Corrsrr r t tcr  Frauds
| 2t) tsr'oadway - 3"' Florlr
N c w  Y n r k .  N Y  1 0 2 7 1
I ' a x :  ( 2 l 2 )  4 l 6 - 6 0 ( ) l

Ntw York State Cfrusunter 'Protcot io t r  Roard (by t rcs inr i le)
Scctr r i ty  Hreocl r  Not i f icat iorr
5 Ernpi re Sratc Plaza,  Sui tc  I  l0 l
A lbarry,  New York 1222.1
l- ar : (5 | 8\ 41 4-241 4

New York St i l teO1' l icc of  ( lyher  SecLrr i ty  ar td Cr i t icn l  ln f rast r r rc iure Coordinar iorr  (by l i rc :s i rnr le)
l0  S.  Pcar l  Street  -  l : l r ror  P2
Albany. Nerv Yurk l}20'l-1425
Fax  (5  I  E )  4 i4 -9090

We are wr i t i r rg to in tornr  you about  an i r rc iderr t  o f tbct i r rg a l .ex isNexis custof r ter  in  wlr ich
pcrsont l ly  i r lcnt i l l i rb le in torrnal ion o l 'Ncw York rcs idcnts may have be sce 'essed throrrgh
t t l ra t t thor ized use of  l ,cx isNexis serv ices.  Based on (he i r rvest igat io l r  o f  t l r i .s  inc ident .  I .cx isNer is
is  r rot i ly ing thr lse i r rd iv iduals wlrose personal  i r r l i . r r rnat ion may have beer l  acccssed.  Thc inc idenr
involvct l  unat t thor izcd seafc l rss due to a loual  law enforcenlent  custDrrrer 's  porcnt ia l ly
cotnprot t t isr 'd  uscr  lD where lhe cuslurncr  was r rnuble to vul idatc cer ta in searches ot )  l l tc  account
l - tpot t  invest ignt io t t ,  l .ex isNexis is  not i f l i r rg  618 New York res idcnts,  A copy of  rhe nrr t i t ic ' , r t ior r
k ' l l r ' r 'sent  in  conneet ior)  wi th thc inc ident  is  errc lusud,

Lcr isNexis wi l l  nut i ty  a l l  pcr terr t ia l ly  of fcctcr l  ind iv iduals by lener .  As expln incd there i r r .
l ,cx isNexis is  prr rv id i t rg I ' rcc credi t  moni tor iug. \crv iccs to each indiv iduul  and addi l ioual
assiSt t t t tsc f ree of  charge s l toulc l  therc bc any i r rd icot ion of  r r r isr r rc  ( r f  personal  iu fornra l  iur r  rc lat ing
tn  t l r e  i nd i v i duu l ,

Our i r rvest igat ion t 'o l lowrrrg the inc idcr t t  was cotrdrrc tcd in  cooperat ion wi th the af fcctcd custotner
i t t rd low ct t furcet t tenl ,  I r lease du not  hcs i tate to contact  nre nt  (561)  999.1963 i f  you have
quesl io i ls  ( ) r  cot lcerns.

Vcry Tru ly  Yuurs,

P . ? / 5

C(n- t-,

l : t rc l ( )s t i l 'es (Rcprrr t  ing l - 'orm, Fornr  Not icu)

660 1  Park  0 f  Cur r r r r rc rcc  B lvd .  Roca Rator r .  F l .  JJ4E7

561- r99 .1961 Phonc .  56 t -981.0E69 |  ax

LINOA K.  CUNX, ESO,
CoRpoRATE Couxsrt
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W"LexisNexis'

l jecenrber 5. 2006

I  orrr wri l ing to y0u on behalf of LsxisNexis, lnd our uff i l iutcd sernpony, Scisint.  bcei lusc ws bsleve rhar a Seisirrr
law entorcemcnt custonrur's user ID tnay hove been used in art unoutherized ntautret lhat al luwr'd souru pclsonal
rnfornt ir t lon ubuut you to be viewed. 

' l -hat 
infonnation tn;ry have inchrded yorl 'narne. lgldress,5oci lr l  Scturi ty

nlrrnher and/or l)r iver 's License numbgr. Wc undcrstund lhul such unuulhorizccl urc or cxposurc ntay creatc a r isl
o f i d e n t i r y t h c { i u n d w e t t c a l i t v e t y s e t  r o u s l y .  A l t b o u g h w e h c v e r r o e v i d c n c e t h a t y o u r i r r f o t n r a t i o r r h a s U c s n
pri5uscd, rvc are noti fying you so that you can, i fyou dccnr oppropriatc, (okc sddi( ionol srcps r0 nrorecr Vo\tr
pqr5onal irr fnrnral ion We deeply reget that individuals l ikc you, who urc the primary benel 'rciaries ol LexisNcxis'r '
prodi icls and serviccs. ;nuy huvc bcsrr uf lected by this ir tcidettt .

How LexiaNexis wil l  Assist You

We ate cotnnrjt led to assist ing you t l trough this turfornrnatc situation and providing you with the rools ro conect arty
problcurs thct rua; '  ar ise.

To that cnd, wu sre wc,rkin8 with Equitax@, a crcdit  nrorlagemcnt and identiry thcft protection service, ro hrlp you
munilor your credit report for onc ycar nl no cosl.

Iqrr i fhx wil l  hclp you protccl your identi ty antl  your crerl i t  i rr lorrrr ir t iorr r l t luugh lhese steps:

l .  P l a c i r t g a f r n l r d o l e r t o n y 0 u r c r e d i t f i l e a t  L q u i f a x a n d t h e o t l t e r t w o c r u i J i t r r : p o n i n g a g e t t c i e s ,  l l a n s U n i 0 n a n d
[. ixperirn; :rnd

2 l i rrrol l ing you in Equt fax Credit WatchrM Cold with J-in- I  Mttn i tor ir tg idcnti ty thcR protcct iorr selv ice.

lheseserv icesare-bs [3$ t [v idudtoyot ln t t rocos t .  Th i l le t te r l t rd - - t l lea t toch tner r t i t rc l t rdeg le ly th iueJour teed lu
sign up frrr lhis lrus ]_cruice.

l l ' thcre is rcason to bcl icvc thut ; ,uu huve ber"rt  u vict ir t t  ol ' f roud os a lesult  olt l t i l  i r tuiderttr we huvc rrnunScd for yorr
tu l l i rve tcc.ess to the Equitux Fraud Vjct i tn Assi.ctance Progt 'atn. ' l 'his 

prograrn inclpal65 one-on-onc ctrunsel inq fronr
an Equif lr  Fraud Special ist arrd providcs y0u wrth:

r l :raud Educatiurr Prtrvidcrs - o Froud Special ist wi l l  provide yon with inlor tnation t lrnt wi l l  l rclp yuu
prutrct ively ptotect yout 'selt l  fronr identi ty theR und provide inlbrnrst ion lo yorr reqardi lrg the credit
Ieporl ir lB agcncies, such as telephone nrrtnhers. Weh sites nnd rnai l ing addressesl and

r Flarrr l  l \ssis[uncu - d Frqud Special ist rvt l l  provide you with a step-by-slep pt 'ocEss to ru'dr.ruc yr)ur cxposrrre
1r) l i rnhcr fraud and clear up any negir l ivc crrrdi l  i r t fr- ' rc 'r tc( '$ ir I  y0rrr nanre by hclping you wrire leners lhot
you mcy senrJ lu tJispute fratrdulenl accouns al crEdit hurearts and wh.h credi lois

Hou,Jo  Enro l l

Etprifax lrns a sinrplc lntemet-hased verification and cnrolhncnl procass. Co to 1gy11.,ryj15tly,Lq.e1-q1gUr_10r'_qD[c_I!I.
rrd fbl low thcse steps:

. Srql l . | . 'Con.rrrmcf_l l t fot ' tuOtian; ( iornfr lctc the form \.  l l .h yn\/r c|.}rrtnct irr l i )nnot| i ln (nnmc nnd oddrcrr) and clrch
"Continue". Ihe information is provided ir l  a secure onvi lottrncnl.

'  [rcp : -  Ids,rt t i tv Vcr :  Conlplete rhe fotm wilh your Social $sq11rity Nttmber. Date of Bir l l r  i rrrd
Tv lephonr . 'Nunr t re r .  es t rb l i sh  a  fJserName and Password ,  agree  to  the ' fe rms o l  l , sc  end c l i ck  "Cont i r ru r . " ' .  T l rc
sys tcnr  w i l l  p resent  you w i lh  one or  two sccur i ty  qucs l i t tns  to  complq ts  thc  idcn t iq ,vc r i i l ca t ron  process .
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' Srep J - Paylrgnt, lnfornratiQn: During the "clreck out" procEss, plovide the l i r l lowing nrnnrotional codc
LtXIS2.XXXXXXXXXX itr thc "F,nter Prcrrrot ion Code" bux (enlcr the code exactly as provit lcd) Ihis codc
rl irrr irr tr lps the rreed to Plovide a credit crtd nuttther l 'or l) iyr l)ent.

r Srqn 4. (. l rdur Cunfirrrrat i l rn; Upur succusslul enrul lrnc'rt t ,  yuu cun uccusc your l"rn-I Credit Repon try cl icking
"View My Ploduct". You wil l  receive c fol low-up e-nrarl  confuntatron of your'r :nrol lmcnt rn Eqrri fax Credit
Wrtlch idcnti ty t l reft  protection selvjce,

l f  yuu prc[ur. yuu L'qt) order the enlol ln\enr l l )ntet ials to br, 'del ivcrcd viu U.S. Mrri l .  I . ' lease cal l  Ihc F,r lr i far

Cusronrcr Srrvir:q: Ccrtur 0t l-866-572-1424, provide t l te pronrul iunul uode l iom the Pay'rnent lnforrrralrqrl l  511'p
;rbove and thuir Curtonrur.\crvicc tcproscnlal ivL: wi l l  usrir t  yrtu in rrrr lerrng these servicts.

Addit ional Resources
trr  l<Jt l i t i t ro to tr le strpnalt t l rrolrgh Eqrri lax, yDu nlay also wislt  to rr l i l izt  (uru ur rnr)rr:  of the fol lowing resourrcs:

'  We have creared a special Weh site wirh the information confained in (his lertcr, plus addit ional irr furrrrct ion
rcgarding idcntiry segunty. Visit the srte at [ ] t to:/ /onvacvf 'acts. lcr isntr is conr. l f  yorr prefer to spcak with
sortre(rrre ;rt  l .er isNexis, yolt  n)ny reach u.s at 1.86t 'r .293-i894.

r Mo5l states lrave o corrsr.trner froud division, and you carr also ett l ist thcrr 'hclp. A l ist of sratc otf ices is avir i lablc
on rhc  spcc ia l  Lcx isNcx is  Wcb s i tc  l i s tcd  abovc .  You may a lso  ca l l  us  a t  l -866-193-1894 to  ob ta i t r  t l r i s
irrforrnatr0n,

r l jor rnore general educational information on identi(y theft, visil the l 'edalal Trode Cornntission Wqb sirc.
wryr'w, oonsr rrnrr toy,/ idthe h, or ual l  al  l  -8?7-lDTFIEfT ( l  -  877-4 18-413 8)

Why Does LexlsNexls Have ThlsType ot Information?

LexisNeris pr-ovides infornratiort suoh os public records. publ icly ovai lable inforrrrat ion und non-public inibrntat ion
(such as Social Sccurrty numbcrs and Drivcr 's Liccnsc numbers) ro business, governntcnt lrnd legrl  plofessiurrrr ls l i rr
l cg i t imutc  bus incss  uscs .

LexisNexis only provides access !o non-puhlic infornratinn to cusron)ers with a lugal ly pcrnrissible purpusr:,  I  hcsc
cUstoDrers incl i lde law cniorcemerlt  agencies, l 'edcral hornclrnd socuriry doFarlnrenls. prclspeutivc errrployrr ls,
hanking and t lnancial services companies and insuranca cat 'r iers. l- :xample.s o( thc wavs I.exisNsxis plodurts snd
ser r ' i ces  are  t tscd  inc ludc :

r Hnnks vcrrf i l inc their cuslotner infonnaiion for new i lccounls or loot) appJicarion\:
o Insrrruncc cornpanies veri fying thelr custolner information lo re(luce applicant :rnrl  t : lainrs f lairt t  in cl l i : r ts to

lieep insurartce ratcs lowcr; and
o -felecornmunications 

cornpanies venfying (heir appl icant information for instant rcl l  phorre setvir:e.
Aga in ,  wc  rcgrc t  uny  t roub ls  th is  inc ider t t  In0y  cause y ( ) \ t ,  WT p lcdgc  uur  co t t t inued co tn tn i tmen l  lo  l cduc inq  th rs

typc of incidcnt, We wil l  c()nt inue to work wrlh our customers iurd appropriolc authorit ies tr l  improve drtr
sa fr:guurt ls trrrt j  plrvac1, prorectlol ls,

Vcrl ,  truly yorrrs,

, lames M.  Peck ,  CEO
l.et isNcrris 'F Risk & lnlormation Anolyt ics 0roup

r /--)
\  u / /

\ L  I  I  l t & 1 - '

Direc l  Cor rerpundcnt t l
LexisNer ir  Rcgullr torl  Compliance
944J Spr inqboro  P ike
Miar r i shurg ,  OH 45142

l  aritNtrir und ll lc l(nu\vllt lur t lrrr\ l lgo

l"i lrDft\ Crcdi Wllclr I l  trtdernrrl i of Equitrx lfc frlhcr producl5 t 5crvicli mnv hc lrrdcrnnrls or rclt i l lcrcri lrndcmotks uf thc't

C . ? 0 0 / t L ( i ' r N i  r D l l i r L A l \ f ^ l n t n r i n n A n o l y t i o l C j r o u P l n c  A l l r i l l r t r r r : o r l r d
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The Equifax Consttmer Protection Solution

Uqurtax is pleased to ol l 'er you a solut ion that wi l l  help you protect yout ident i ty ant l  your

crcdit  infornrat ion.

lllncs u l'ropd Alcrt
n-tirudricrt is-d L-".rr-sirmcr $iaremenizcitied io'your credtt tapor-r, Th-r.t statcmcnlaicns 

-

crcditors of possible tiaudulent activity within your rcpolt as wr:ll as rcquests that they
conract you pr ioL [o cshbl ishing uny uccoults in your namc. Once the l raud uler l  is ar ld 'rd
to your cledi t  report ,  al l  credit t rrs shrrul t l  contact yott  pr ior to establrsl t ing uny accourrt  tn
your narnc. To placc a fraud alurrt on yotr Equifax credrt tilc, you nrsy cortlat:t our itLlto
f ' rarr t f  l incat l -877-478- '1625, and fol low the simple prompts. Once the t ' rat t t la lcrt  has
bccn placcd with Equifax, a not i f icat ion wi l l  be sent to lhe ot l rer lwo rrrudit  repontng
agencies. Experian and Trans Union. on your bchal l ,

Enrol l  in Eouifrx Crcdit  Watch'M Gold wlth 3. iJt-1 Molr i tor inu
l ' lqurfax Credrt  Watch wrl l  provide you with urt  "cat ' ly warrr ing system" lo charrges to
your crcdi t  t l lcs and help you to understond thc contcnt of  your crcdi t  f i lcrs at Equrl lax,
Expcriart and Trans Union, The kr;y fcatttrcs untl hcncfits arc listed helow.

Equrf 'ax Crcdit  Watch Gokl with 3- in- |  Monitort t tg provides you wit l r  a one-year
mcntbership Scraicc:
o Conrprehensive credit  t l les rnonitor ing, with r lai ly not i t icat iun of key chirrrges t()  your

Equil'ax, Experian and Trans lJnion credit fi lcs.
cl "Nr) Nc-ws" nolil ' ication if no key changes occur dttring the tttortlh.
o Onc copy of your 3- in- l  Credit  Reporr and unl i tni ted urpics of your Ecpri fax ( ' redi t

ReportrM.
o  Up to  $20,000 Ident i t y  Fraud Expense Covcrhgc  wr th  $0  deduct ib le  (cer ta i r t

l inr i tot ions and excl t ts iorrs npply)t  at  no additroni t l  t rost to you,
r-r Prr.-rniurn f,'uslotttr:r Carv24 huur.s a tlay. 7 days o wcck to assist you ill untlorslanding

llrc conlenl. of yotrr crc:clit infr:nnation.

Thc accompanying lcttcr contains the iustrlctions f'or oblaining tlrese servtces,

I tdont'ty lira!d Exponsa RqimbUgsment Masler PoliCy unOerwlitl6n by lravslerB Caf,lally ;r^ll Sr/rely Cornpany ol Amedco 8nd ils pmp0fly

c.0sucl tyDl l i l io lcs,Hor1lord.CI06183 Covcragolor611oloihs0r lossesdependsonaaualpol lcypmvi( ioni  Avir i labi l i lyo lcDvor0gecsndepond0n

our unooNriling quatili€liont and stalB regulslion3. coverE0" i3 nol svlilJDlc l0r rBsidNnls 0l New York

Equilsx'3 credit moniloring productt afe proleclDd by US Pelonl 7.200,052
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Heporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law Sggg-aa;
Slate Technclog.i Lav; Szoe) -

P . 6 / 6
DEC-15 -eEA6  13 :45  F rom:

Namo of Business, Individualor State Entity
Date of Drscovery of Breach:
Eslimated Number of Affected lndividuals:
Date ol Notif ication to Affected lndividuals:

L e x i s N e x i s  R i s k  6  l n f o r m p t t o n
AnaIy r  I  cs Grorr '  Inc .
O c t o b e r  I 8 ,  2 0 0 6
S l l l  New York  res tden ts
D e c e n b e r  5 ,  2 0 0 6

(11 yes, anach iusti l ication)

happencd  i r r  gcn r : ru l  l e t r t r s
of  Nol icr . .

Manner of Noli f ication: wrinen notice
electronic nolice (email)
telephone nolic6

Are you requesting subslitule notice? [ | Yes [x ) No

Corr tu r r t  r " r l 'No t t f i ca t ion  to  A f fec ted  lnd iv idua ls :  Dcscr ibc  wha l
and wh l t  k ind  o f  in lu rmt l ion  was invo lved.  P lease a f l rch  copy

P l e a s e  E e e  a E r a c h e d .

Name o f  l jus iness  or  lnd iv i t lua l  Contac l
T i t l c .
Te lephone number ;
I m a r l :

P c t s r l n :  L i n d n  C I n r k

! o r p o r a t e  C o r r n s e l
5 5  l - 9 9 e - 1 9 5 3
Ll rldn_. C\ n r kQLc x i st',l s>c i s__,1cl^ _

D e c e m b e r  i 5 ,  2 0 0 6
L i  r rds  CIerk
C o r p o r e C e  C o u n s e l
6 6 0 1 .  P a r k  o f  C o r n r n e r c e  R I v d . ,  D o c e  R a q o n ,  F L  ,  3 3 z r 8 7
L i r rdx  ,  C Ia rkG l ,ex l  cNex lg .  com
5 6 1 - 9 9 9 - 3 9 6 3 F a x :  . 5 6 1 - 9 9 9 - 0 1 1 6 9

D u t e d ;
Sub t t t i t t c rd  t r y :
' l i t l c :

Add rcss :
E m a i l :
' l 'c l r :p l rur lc :


